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Executive Summary
The medical use case of QCI-CAT is designed to connect a data center in Vienna with the BLS4
Lab atMedical University of Graz, using QKD protected fiber connections in order to provide a quantum
safe data repository using fragmentiX Secret Sharing for storing pathogen information.
Within this use case it is planned to install and test the Trusted Repeater Nodes (TRNs) developed by
fragmentiX and the QKD system developed by AIT over the long distance from Vienna to Graz.
Due to the delayed national co-funding, the delayed procurement of the QKD devices and the
unexpected changes (outlined in section 2) that lead to revising the use case completely, the
deployment is not finished yet. The TRNs were shipped in October and testing of the QKD devices is
ongoing until the end of October at AIT labs.
The remaining hardware (i.e., fragmentiX Secret Sharing appliances, storage systems and fiber
connections) is already in place or ready for deployment together with the QKD devices. During the
delay, improvements and updates were implemented.
Once, the demonstration is in place, an extension of the QKD network to St. Johann is planned together
with the other use case.
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1. Introduction
This document reports on the status of the Medical Use Case, connecting the BLS4 Lab at Medical
University of Graz to datacenters and relevant organizations in and around Vienna, as well as to St.
Johann i. P. using QKD protected fiber links.

1.1. Purpose and scope of the document
The purpose of the document is to provide a comprehensive overview of the progress made in WP7
from project start until end of month 22.

1.2. Target Audience
Anyone interested in the progress and the intermediary results of this demonstration. Especially
members of the QCI-CAT consortium and distinct governmental officials and experts in the medical
environment.

1.3. Relation to other project work
The knowledge and experience gathered, while planning and implementing the Medical Use Case are
directly related and used as input for WP2 in Task 2.4 “Preparation of a Governance document for the
access and work with sensitive medical data in the medical context”. This document will also provide
the base for the final report on this use case and the respective section in the reporting of the whole
project.
The progress of the use case depends on acquisition of the equipment in WP4.
The extension to St. Johann will be done in cooperation with Task T5.6 of WP5, Governmental UseCase.
The trusted repeater node (TRN) prototypes, needed in this use case are developed in WP8 of thisproject.

1.4. Structure of the document
The structure of this document is closely tied to the division of WP7 into its five tasks:
Section 2 explains the necessary changes within the use case, section 3 focuses on the planning and
design in task T7.1, section 4 on the hardware and infrastructure prepared for this use case (T7.2., T7.3
and T7.5), section 5 describes the setup, integration and demonstration itself (T7.4) and section 6 gives
an outlook at the next steps.
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2. Changes in the use case from Human Genome to Pathogen
During the course of the project, unexpected events required substantial changes to the use case and
its schedule.

2.1. Explanation
About eight months after project start, the situation for themedical use case has changed in twoways:

 Because of the sudden and unexpected death of a major stakeholder – Prof. Speicher – atMedical University Graz, the scope of the project that originally focused on securelyexchanging human genome sequence data had to be changed.
 With the Medical University Vienna leaving the consortium, the second institution providinghuman genome data was removed from the use case as well.

The implementation of the medical use case was no longer possible as designed initially.
Lessons learned from the COVID-19 pandemic and the fact that new pandemics will challenge oursociety in the future makes the need for innovative solutions to securely handle medical data relatedto high-risk pathogens evident. This demand fits the objectives of QCI-CAT and uses the full potentialof the desired solutions for a quantum safe communication network.
This lead to the idea for remodeling the medical use case as outlined below.
The revised use case focuses on secure transfer and storage of high risk pathogens and related data,while protecting all of the following:

 the genetic sequence of the pathogens
 data on their behavior
 other relevant properties
 information where these pathogens are stored
 how they are protected from unauthorized access

This information is highly sensitive (even more than human genetic data) due to the risk of misuse andweaponization of certain pathogens. Therefore, handling of this data has to meet highest-level bio-security and cybersecurity requirements.
It is planned that pathogen sequence data and related information generated in the high containmentlaboratory of the Medical University Graz (Group Dr. Zatloukal) is stored distributed across multiplephysical locations by using the fragmentiX secret sharing technology. The secrecy and privacy of thetransmission of the encrypted data fragments is guaranteed by QKD technology. The S3 data storagesused, are located at different locations in Austria, thereby generating a distributed and secure datarepository for these highly sensitive data.
The original geographic challenge of securing the data transmission over long distances (i.e., betweenVienna and Graz) has not changed. It will be solved by using the original design of deploying trustedrepeater nodes (TRNs; developed in WP8 of this project) in between the endpoints at the involvedinstitutions and organizations.
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2.2. Impact
Due to the changes explained above, the following impacts on the use case and the whole project
were identified.

2.2.1. On the use case
On the one hand, the focus of the demonstration shifted a bit toward secure storage (and restrictedaccess) of highly sensitive and potentially dangerous data and away from data exchange andcollaboration between researchers at different institutions.
On the other hand, the redesign caused additional work in adapting the architecture and design of theoriginal use case to fit the demands of the new ideas. The expected delay in execution was notobserved, since the QKD devices were not delivered in time anyway.

2.2.2. On the whole project
Since in the new use case the medical data is not related to patients, the need for an ethics approvalis no longer there. This also means, the ethics advisory board is not relevant anymore.
More generally, by revising the scope of the medical use case the relevance and impact is markedlyincreased for the following reasons:

 Genetic data of high-risk pathogens and associated information is highly sensitive because ofdual use and biosecurity issues requiring highest cybersecurity solutions.
 By combining the fragmentiX secret sharing technology with QKD we will generate a securedata repository for highly sensitive medical data. Such a data repository can be used to ensurefull traceability of high risk pathogens, since the pathogen sequence is not only a uniqueidentifier for the pathogen (like a DNA fingerprint) but also documents the history of thepathogen evolution. This can be done, because the pathogen sequence gets modified by eachinfection cycle and therefore act like a molecular time stamp.
 In case of a successful demonstration of the establishment of a secure data repository withinQCI-CAT, the results may act as blueprint for an international data repository allowing toidentify the origin of pathogens in case of unintentional (e.g., accident) or intentional release(e.g., as bioweapon or in context of bioterrorism) of pathogens. The relevance of such a securemultinational data repository has been recently highlighted in context of the discussion on theorigin of SARS-CoV-2.
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3. Planning and design
In this section the abstract architecture and design are outlined and then detailed down to the network
level. The planned roll out to the designated locations is described as far as available as the time of
writing. As is true in general for this use case, the changes explained before also influenced the content
of this section and made retrospective changes necessary.

3.1. Architecture and Network Design
The network for connecting the two end nodes consist of three QKD links connecting the four locations.
The two locations between the Medical University of Graz and the datacenter in Vienna are trusted
nodes. These locations are necessary as the distance between Vienna and Graz is far too long for only
one QKD system. Using the ADVA encryptors, the traffic between the two end nodes will not be
decrypted in the trusted nodes, as they will only function as repeaters to enhance the encrypted signal.

Figure 1: Use case overview of involved sites

Figure 2: Overview of necessary equipment and connections
The initial design for connecting two university institutes was done in close collaboration with MUG
and was modified for the new use case by AIT and FRX.
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3.2. Rollout plan
The locations of the two TRNs between Vienna and Graz are under NDA with the provider of glass fiber
and therefore only known to those with a clear “need to know”.

Figure 3: Rack plan for roll out coordination with frX and MUG
As the TRNs were set up in the first half of October, the next step is to get the fibers connected to all
nodes. Once this step is concluded the QKD, encryptor, secret sharing and classical hardware can be
installed in the nodes. Before connecting the equipment to the fibers, the fibers will be tested with an
OTDR to measure the attenuation and reflections throughout the fiber to identify witch fiber of the
pair connecting the nodes to use for classical communication and which to use for the QKD signal.

3.3. Adaptation to the new Pathogen use case
The roll out plan needed adaptation, since the infrastructure and facilities were changed
The situation atMUGdid not change, since the endpoint for QKD and fragmentiX appliance and storageserver can stay in the same room. Only the internal network settings and routing to the relevantparticipants must be redefined.
With the retreat of the Medical University Vienna, the other endpoint and user side needs to bechanged. In the first iteration, only storage server and QKD devices will be deployed in a data centerin Vienna, while the fragmentiX appliance is not needed (while it can still be installed and configuredif desired) until another institution or organization wants to access the data, stored and distributed bythe lab at MUG.
The third storage server will be placed inside one TRN, as originally planned.
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4. Hardware and Infrastructure
This section describes the hardware and equipment acquired or developed, necessary to implement
the use case. This includes fiber connections, network equipment, TRNs, QDK devices, encryptors,
secret sharing appliances and storage systems. Further, the preparation and testing of said equipment
is detailed here.

4.1. Fiber links and network equipment
The long distance link between Graz and Vienna will be divided into three links, each about 70 to 80
km in length. This is necessary as the classical and QKD hardware used, is designed to operate with an
optical loss up to 20dB in mind.
Each of the three links consists of one pair of fibers. One of those fibers will be used for the quantum
channel whereas all classical bidirectional communication will be multiplexed on the other fiber. Once
the trusted nodes and the fibers are installed we will measure the attenuation and will decide which
fiber will carry which signal. The classical signal will consist of the 10Gb connection for all classical non
encrypted communication and another 10Gb connection solely for the encrypted channel. For
multiplexing eight channel DWDMmultiplexers will be used. Therefore, another six channels could be
multiplexed on the same fiber if the need would arise.

Figure 4: Network plan with all QKD Systems, classical communication hardware and fiber links
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Figure 5: Setup and testing of network equipment (DWDM, switch, encryptor)
The single mode DWDM is used to multiplex multiple data channels onto one single fiber. Due to the
fact that only a single fiber is used for sending and receiving data, every connection has to use two
DWDM channels for transmission.
All management interfaces will be connected to the 10Gb switches which will be located at every
location to create a backbone network that will also be used for managing the devices.
The ADVA Encryptors will encrypt and transmit the secret share package between the Medical
University in Graz and the datacenter in Vienna.

4.2. Trusted repeater nodes
Since several of the aspects of this solution have to be seen as sensitive and in the near future classified
we can only bring a rather generic description of the detailed implementation within this document.
Since the reach of QKD devices is limited by the quality of the fiber and the stability of photon
transmission, for long distances (and if fiber domains are crossed, either commercial or political) at
some point the signal must be relayed. At this points the QKD generated encryption keys are available
in the computer hardware and need special protection against any kind of attacks. A trusted and
protected environment is provided by the tamper proof housing/building that contains a server rack
with the necessary cryptographic equipment to pass the key to the next pair of QKD devices.
Important tasks are:

– Tempest
– Physical protection of hardware
– Physical protection of generated keys

In order to achieve these targets, the TRN prototypes are equipped with multiple intrusion detection
systems, electrical, mechanical and chemical protection systems as well as uninterruptible power
supplies. Further a self-destruction mechanism is put in place, to prevent any kind of information
leakage by destroying not only the keys, but also all cryptographic equipment in the TRN.
TRNs will be individually customized, depending on the intended usage and the equipment inside. The
basic platform are standardized 10 ft. shipping containers that can be hidden in the ground or placed
anywhere on a protected area in the field.
In general, it can be stated that several of the national Directors of National Security Authority have
been showcased the technologies that are used to protect the TRNs and until now all of them gave
“thumbs up” to what they saw.
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4.3.QKD devices and encryptors
Three QKD devices of the company ThinkQuantum were procured to cover the distance between
Vienna and Graz as they, on paper, can manage up to 25dB of loss. In our testing facility we were able
to manage up to 30dB in loss.
The classical equipment, as well as the encryption equipment has a budget of about 24dB of losses,
but due to using a DWDM to multiplex the signals, additional 3dB of losses will be added.
The encryption will be handled by ADVA. ADVA uses Layer 1 network communication and therefore
needs a dedicated channel on the multiplexer. One Encryption module will be on the end nodes in
Vienna and Graz each. In the two trusted node locations hardware for enhancing and boosting the
signals will be installed. Thanks to those devices it is not necessary to uncrypt and re-encrypt the
transmitted data again on the TRNs.
Due to a mechanical problem some components of the encryptors produced short circuits and a RMA
process needed to be started during which an error in production was discovered because of which all
encryptor hardware had to be shipped back for inspection and repairs.
All encryptors are already back at AIT where they were again fully assembled and configured to a
certain level till the testing of the connection to the KMS systems is concluded.

4.4. Secret Sharing appliances and storage server
To implement the secret sharing network on top of the QKD infrastructure, fragmentiX secret sharing
appliances are prepared and configured. These appliances connect to the three storage systems,
assembled for the use case, and distribute the protected data.

4.4.1. Secret Sharing appliances
From the beginning of QCI-CAT both fragmentiX CLUSTER appliances were ready for deployment.

“fragmentiX CLUSTER® is the high-performance model of the fragmentiX® storage
appliance product family for GDPR-compliance, privacy protection, and data loss
protection enabling real digital sovereignty. The highly efficient and redundant design
of the cluster hardware is perfectly suited for use in datacenters of enterprises, service
providers and governments.”

The fragmentiX CLUSTER®'s hardened operating system - was developed by fragmentiX® to make it
both secure and easy to use for users and administrators. All functions are kept up to date through
regular updates, which can be carried out locally by the administrator.
All data stored with the fragmentiX CLUSTER® is divided into fragments using threshold cryptography
and stored on the predefined LOCATIONs to achieve better security and resilience than any other
single storage solution can offer. Using multiple of the 10Gb/s SFP+ WAN interfaces, a combination of
multiple storage types can be used:
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 S3 and S3 compatible hybrid/multi cloud storage on the internet and/or intranet
 Microsoft Azure Blob storage
 NFS compatible storages

For a high performance connection to the user/client workstations, the LAN interfaces of the
fragmentiX CLUSTER are SFP+ 10Gb/s interfaces as well. For the scope of this use case, only one of the
LAN interfaces is needed.

While the progress in this use case was halted by external factors, the development of the operating
system frXOS was focused on. This allows us to make use of features that were not available a year
ago:

 Include more advanced network and routing settings according to MUG requirements
 Simplification of configuration process and available options
 WebDAV interface for communication with Linux workstations
 More approved cloud storage providers (e.g., Austrian and EU27 providers like IT&Tel and

ionos)
 Full support of S3-object locking mechanism
 Improved cryptography for more performance

Figure 6: fragmentiX configuration interface with newly implemented features: WebDAV
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Figure 7: fragmentiX configuration interface with newly implemented features: object locking
To further improve the security of fragmentiX appliances, a penetration testing process was started as
part of WP5.

Figure 8: fragmentiX CLUSTER Node A and storage controller server in preparation for deployment at fragmentiX' offices
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Figure 9: Storage extensions for two storage systems in preparation for deployment at fragmentiX' offices

4.4.2. Storage systems
The three storage systems for the medical use case were assembled, tested, installed and configuredat the fragmentiX offices. Final configuration and updates to the latest software versions will beexecuted, when the rest of the setup is installed.
One storage system is already in place at the server room at MUG, while the other two systems werekept at the fragmentiX offices until their final destination is agreed on. They will be deployed togetherwith all other equipment (QKD devices, fragmentiX Appliances, encryptors, …).

 Each of the three storage systems consists of a Dell PowerEdge R730xd (or R720) server withLSI SAS Storage controller.
 Using two redundant SAS cables, each server is connected to a Dell Storage Enclosure withtwo Bays.
 Each Enclosure is equipped with 56 hard drives (of 6TB each), totaling an amount of ca. 336TBavailable disk space.
 On each Dell server, we installed Debian12 with MinIO as open source S3-storage-serversolution.


